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ABSTRACT

The rapid adoption of digital payment systems in Zimbabwe’s retail sector has outpaced the

development of adequate cybercrime defences, leaving small retailers in secondary urban centres

increasingly exposed to financial losses and operational disruptions. This study evaluated the

efficacy of cybercrime detection and prevention strategies employed by retailers in Bindura

Central Business District. Specifically, the study sought to identify the cybercrime detection and

prevention strategies currently in use, to evaluate their efficacy in mitigating financial losses and

protecting daily operations, to identify the challenges hindering their implementation, and to

recommend strategies to strengthen cybersecurity within the retail sector. A mixed-methods

research design was adopted, combining structured questionnaires administered to 25

respondents across five retail categories with semi-structured interviews conducted with 7

purposively selected key informants. The study was underpinned by Routine Activity Theory,

Rational Choice Theory, and the Theory of Technology-Enabled Crime. Findings revealed that

Point of Sale system protection and employee cybersecurity awareness training were the most

widely adopted strategies, while password management and mobile money transaction

verification remained the least consistently applied due to shared credentials and queue pressure

during peak trading. Employee training and POS protection were rated most effective in reducing

fraud incidents, whereas password management and mobile money verification were rated

ineffective by the majority of respondents. The key challenges identified were the high cost of

security technology, unreliable internet connectivity and load shedding, a shortage of skilled ICT

personnel, and the absence of formal written security policies. The study concludes that the

dominant failure mode in Bindura retailers is not the absence of cybersecurity tools but the

collapse of consistent human guardianship under operational pressure a pattern corroborated by

all three theoretical frameworks. It is recommended that the Government of Zimbabwe introduce

subsidised cybersecurity support for small retailers under the Cyber and Data Protection Act, that

Bindura University of Science Education and the Bindura Business Chamber collaborate to

deliver structured annual cybersecurity capacity-building programmes, and that retailers

formalise written cybersecurity policies and embed transaction verification as a non-negotiable

point-of-sale step.
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CHAPTER ONE

INTRODUCTION

1.0 Introduction

This chapter introduces the study on the efficacy of cybercrime detection and prevention

strategies employed by retailers in Bindura Central Business District. It situates the study within

its broader digital and economic context, establishing why cybercrime poses a growing threat to

retailers operating in a resource-constrained environment. The chapter covers the background of

the study, problem statement, research objectives, research questions, significance of the study,

assumptions, delimitations and limitations.

1.1 Background of the Study

The past two decades have seen technology reshape how retail businesses operate, with

computers, mobile phones and internet connectivity fundamentally altering how transactions are

processed and how businesses communicate (Holt & Bossler, 2016). Yet this digital growth has

carried a serious cost the retail sector has become one of the primary targets of cybercrime

globally. INTERPOL's Operation HAECHI IV recorded nearly 3,500 arrests and USD 300

million in seized assets across 34 countries within just six months (INTERPOL, 2023).

Chaudhary (2025) found that traditional security systems in United States retail organisations are

increasingly inadequate against evolving threats, while Bressler (2009) confirmed that fewer than

half of small businesses employ any meaningful cybersecurity measures. Manchikanti (2025)

added that most small retailers lack the financial capacity to deploy adequate detection systems,

a gap reflected by the fact that only 54% of UN Member States had procedural powers to secure

electronic evidence as of December 2025 (Council of Europe, 2026).

Africa has felt these pressures acutely. Vassilakos and Martin (2023) documented that South

Africa, Nigeria, Kenya, Egypt and Zimbabwe consistently rank among the continent's most

cyber-attacked nations, with losses estimated at around USD 895 million annually consistent

with INTERPOL's recorded continental losses exceeding USD 3 billion between 2019 and 2025

(INTERPOL, 2025). Over two-thirds of African countries surveyed reported cybercrime

accounting for a medium to high share of all offences, exceeding 30% of reported crimes in both
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Western and Eastern Africa (INTERPOL, 2025). Okeke (2015) found that up to 70% of identity

theft in African retail organisations is carried out by internal staff, a threat that remains severely

underestimated.

At the regional level, Zimbabwe and fellow SADC member states score poorly on the National

Cyber Security Index, reflecting weak and fragmented cybersecurity policy across the region

(Vassilakos & Martin, 2023). Zimbabwe ranks 134th globally with an NCSI score of just 18.33

out of 100, recording zero across cyber incident response, crisis management and threat

awareness (eGA NCSI, 2026). Though 96% of African states have initiated cybercrime

legislation reform, implementation remains uneven, with many laws adopted without the

regulatory capacity to enforce them (Council of Europe, 2026).

Within Zimbabwe's urban business districts, this vulnerability has already produced measurable

harm. Kudanga et al. (2022) documented widespread fraud in Bulawayo CBD EcoCash scams,

card cloning, electronic banking fraud and employee-facilitated theft with complainants losing

approximately USD 100 million through mobile money fraud in 2021 alone. Where technology

was applied systematically through transaction monitoring and proper documentation, detection

rates improved substantially (Kudanga et al., 2022).

Bindura CBD mirrors these vulnerabilities closely. The town serves mining operations, border

trade and a large agricultural population, processing high daily volumes of EcoCash, ZIPIT and

point-of-sale transactions through retailers that mostly operate without dedicated ICT staff or

formal security policies. The threat is real and documented in February 2021, three fraudsters

were arrested after defrauding Bindura victims of between USD 4,100 and USD 12,000 each

through fake WhatsApp RTGS payment confirmations (Pindula News, 2021). The ZRP

Cybercrime Unit under the Commercial Crimes Division remains the only institutional line of

defence retailers can rely on, within a national environment scoring zero in cyber incident

response and threat awareness (eGA NCSI, 2026; ZRP, 2024). Digital payment adoption has

accelerated sharply since 2019, driven by cash shortages, pulling retailers deeper into financial

systems they are ill-equipped to protect (Chingoriwo, 2022). It is against this background that

this study evaluates the efficacy of the cybercrime detection and prevention strategies employed

by retailers in Bindura CBD
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1.2 Statement of the Problem

Despite the rapid adoption of digital payment systems in Bindura CBD, effective cybercrime

detection and prevention strategies among retailers remain largely absent, leaving businesses

exposed to financial losses and operational disruptions they are ill-equipped to address. Retailers

in the town process high daily volumes of EcoCash, ZIPIT and point-of-sale transactions through

outlets that largely operate without dedicated ICT staff, formal security policies or reliable

internet infrastructure. In February 2021, three fraudsters defrauded Bindura victims of between

USD 4,100 and USD 12,000 each through fake WhatsApp RTGS payment confirmations,

confirming that cyber-enabled fraud is an active threat in this town (Pindula News, 2021).

Zimbabwe's zero score in cyber incident response and threat awareness (eGA NCSI, 2026)

compounds this further, with the ZRP Cybercrime Unit remaining the only institutional defence

available to retailers (ZRP, 2024), operating within a regulatory environment that Chingoriwo

(2022) describes as ill-equipped to protect businesses embedded in rapidly digitalising financial

systems.

1.3 Research Aim

This study aims to evaluate the efficacy of the cybercrime detection and prevention strategies

currently employed within the retail sector of Bindura CBD, assess whether those measures are

adequate against the digital threats retailers face, identify the challenges hindering their

implementation, and recommend practical strategies to strengthen cybersecurity within this

context.

1.4 Research Objectives

1.4.1 To identify the cybercrime prevention strategies currently utilised by retailers in Bindura

CBD.

1.4.2 To evaluate the efficacy of the detection and prevention strategies in mitigating financial

losses and protecting the operational integrity of retail businesses in Bindura CBD.

1.4.3 To identify the challenges encountered by retailers in Bindura CBD when implementing

cybercrime detection and prevention measures.
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1.4.4 To recommend strategies to strengthen the cybersecurity of the retail sector in Bindura

against evolving cyber threats.

1.5 Research Questions

1.5.1 What cybercrime detection and prevention strategies are currently being used by retail

shops in Bindura CBD?

1.5.2 How effective are these detection and prevention strategies in reducing financial losses and

protecting the daily operations of retail businesses in Bindura CBD?

1.5.3 What challenges do retailers in Bindura CBD face when trying to put cybersecurity

measures in place?

1.5.4What practical strategies can be recommended to strengthen Bindura CBD retailers against

new and changing digital threats?

1.6 Significance of the Study

The rapid adoption of digital payment systems in Bindura has outpaced the development of any

meaningful cybersecurity guidance for small retail businesses. In the absence of a national

framework addressing this gap, shop owners, employees, and customers all bear the

consequences of inadequate protection.

1.6.1 To the Student

This study fulfils a core academic requirement of the Financial Intelligence degree programme

and provides the researcher with direct experience in conducting field-based investigation. The

process of designing instruments, collecting data, and analysing findings builds competencies in

critical thinking, data interpretation and professional report writing central to the Financial

Intelligence programme.

1.6.2 To the Retailers

This study maps the strategies currently in use, assesses whether those strategies are actually

working, and identifies where protection is weakest, giving retailers an evidence-based
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foundation on which to make more informed decisions about where to direct limited security

resources.

1.6.3 To the Customers

Customers in Bindura increasingly rely on EcoCash, point-of-sale machines and bank cards for

everyday purchases, meaning their personal and financial data passes through retail systems that

may be poorly secured. This study contributes to improvement in how retailers handle and

protect customer data by providing the evidence needed to prompt meaningful change.

1.6.4 To the University

This study contributes original, locally grounded data to an under-researched area, enriching

teaching in Financial Intelligence and related programmes. Future students can draw on this

work as a foundation for further investigation, and the university strengthens its contribution to

addressing practical business challenges in the communities it serves.

1.7 Assumptions of the Study

1.7.1 The cyber threat environment and retail operating conditions remained stable throughout

the data collection period, allowing for consistent and comparable responses.

1.7.2 The cybersecurity strategies reported by respondents had been consistently implemented

for a sufficient period to permit a fair assessment of their effectiveness.

1.7.3 Participants provided honest and accurate information during data collection, particularly

given the confidentiality assurances offered by the researcher.

1.7.4 Retailers and staff in Bindura possess at least a basic awareness of the cybersecurity threats

relevant to their daily operations.

1.8 Delimitations of the Study

1.8.1 Geographic Scope

The study was restricted to retail businesses operating within Bindura Central Business District

to allow a focused and in-depth examination of cybercrime challenges within a single resource-

constrained urban environment.
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1.8.2 Time Period

The study concentrated on the period between 2021 and 2025, capturing the most significant

phase of post-pandemic digital payment expansion in Zimbabwe, during which mobile money

and point-of-sale usage surged and new cyber risks emerged alongside that growth.

1.8.3 Sector Focus

The study targeted the retail sector specifically, as retailers are more directly and frequently

exposed to financial data theft and payment fraud than many other sectors.

1.8.4 Strategy Focus

Rather than examining prosecution or legislation, the study focused exclusively on detection and

prevention strategies at the business level, directly addressing the most actionable dimension of

the cybercrime problem facing Bindura retailers.

1.8.5 Theoretical Delimitations

The study was guided by the Theory of Technology-Enabled Crime, Routine Activity Theory,

and Rational Choice Theory. These three frameworks were selected because together they

account for how environmental changes, the absence of capable guardians, and offender

decision-making interact in digital crime against retailers.

1.8.6 Research Design

A mixed-methods design using questionnaires and semi-structured interviews was adopted to

allow detailed, locally grounded data collection within the time and financial constraints of the

project, while enabling triangulation of quantitative and qualitative findings.

1.9 Limitations of the Study

The most significant constraint was limited accessibility of respondents, as restricted operational

hours and the demands of running an active retail business made scheduling interviews difficult.

This was managed through flexibility in appointment times and persistent follow-up. Financial

and time constraints limited the scale of data collection, which the researcher addressed through

careful planning and disciplined resource management. Several respondents were initially

reluctant to share details about security practices out of concern that competitors or fraudsters

could exploit the information. This was addressed by assuring all participants of anonymity,
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assigning pseudonyms and codes in place of real identities, and making clear that the research

was voluntary and conducted exclusively for academic purposes.

1.10 Organisation of the Study

Table 1.1 Organisation of study

Chapter Title Summary of Content

I Introduction Background, research problem, objectives, questions and

significance.

II Literature Review Crime theories and empirical studies to highlight existing

research gaps.

III Research

Methodology

Research design, target population, sampling, instruments

and ethical considerations.

IV Data Presentation,

Analysis and

Interpretation

Field data presented using tables and figures, interpreted

against research objectives.

V Conclusion and

Recommendations

Key findings, conclusions on strategy efficacy, and

practical recommendations.

1.11Chapter Summary

This chapter established the foundation of the study by presenting the background to the

cybercrime problem facing retailers in Bindura CBD, the statement of the problem, and the

research objectives and questions that guide the investigation. The significance of the study was

discussed in relation to multiple stakeholders, and the assumptions, delimitations and limitations

shaping the research were outlined.
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CHAPTER TWO

LITERATUREREVIEW

2.0 Introduction

This chapter examines existing literature on cybercrime detection and prevention strategies

within the retail sector, building the theoretical and empirical foundation for the study. The

conceptual framework, theoretical underpinnings and empirical evidence relevant to the

cybercrime threats facing retailers in Bindura CBD are presented and discussed in turn.

2.1 Conceptual Framework

A conceptual framework provides a structured guide for understanding the relationships between

variables and explains how different factors interact to produce an observed outcome. It directs

data collection, analysis, and interpretation toward the key questions the study seeks to answer.

In this study, the framework connects cybercrime threats, the detection and prevention strategies

employed by retailers, and the environmental conditions affecting their implementation.

2.2 The Concept of Cybercrime

Cybercrime is broadly defined as a combination of technologies and processes used to exploit

information systems and networks through unauthorised access (Kabanda & Chingoriwo, 2022).

Alternatively, it refers to any criminal activity where a computer system is either the primary

target or a critical tool used to facilitate the offence, encompassing both computer-assisted

crimes and computer-focused crimes (Chingoriwo, 2022). Common to all definitions is the

deliberate misuse of computer network systems to cause harm or theft.

2.3 Forms of Cybercrime

2.3.1 Phishing

Phishing occurs when attackers use deceptive emails, fake websites and manipulated digital

platforms to trick individuals into surrendering sensitive information such as login credentials

and banking details (Sari, 2025). It works entirely through deception the victim believes they are
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dealing with a legitimate institution and willingly hands over information that is then used

against them. Attackers craft URLs and web pages to closely mimic legitimate sites through

misspelled domain names, inserted punctuation and character substitution, and incidents have

risen significantly in environments where digital literacy is weak and legal frameworks do not

recognise phishing as a standalone offence (Zieni, Massari and Calzarossa, 2023).

2.3.2 Card Fraud

Identity theft occurs when criminals use stolen personal information to impersonate someone,

typically for financial gain (Oloyede et al., 2023). Once enough identifying details are obtained,

offenders can open bank accounts, access existing funds and apply for credit entirely in another

person's name. This information is commonly sourced through data breaches and phishing

campaigns, with stolen names, addresses and card numbers frequently traded on dark web

marketplaces using cryptocurrency to preserve anonymity (Jabeen et al., 2024).

2.3.3 Identity Theft

Identity theft occurs when criminals use stolen personal information to impersonate a legitimate

individual, typically for financial gain (Oloyede et al., 2023). Unlike crimes that target devices or

systems, identity theft targets the person once a criminal has enough identifying information,

they can open bank accounts, access existing funds, apply for credit, and conduct transactions

entirely in someone else's name without ever being physically present. The information needed

to do this is commonly obtained through data breaches or phishing campaigns and is associated

with a wide range of related offences including credit card fraud and internet scams (Oloyede et

al., 2023). Stolen data typically includes names, home addresses, credit card numbers, and other

identifying details, which are then traded through dark web marketplaces using cryptocurrency to

maintain anonymity (Jabeen et al., 2025).

2.3.4 Hacking

Hacking is the unauthorised intrusion into computer systems or networks, typically achieved by

exploiting unpatched software, misconfigured systems or weak passwords (Marelino, 2022).

Once inside, an attacker can steal data, alter records, install malicious software or use the

compromised system to target other connected systems often without the organisation ever

noticing. In retail environments where point-of-sale systems are frequently left unpatched due to
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cost constraints, attackers can move through the network layer by layer until the entire

infrastructure is compromised (Eyeleko and Feng, 2023).

2.3.5 Ransomware

Ransomware is malicious software that encrypts a victim's files and locks them out of their own

systems until a ransom typically demanded in cryptocurrency is paid in exchange for a

decryption key (Badgujar, 2020). It most commonly enters a network through phishing emails or

infected downloads, meaning a single employee clicking the wrong link can halt an entire

business within minutes. Once activated, the victim must choose between paying with no

guarantee of recovery, restoring from backup, or accepting the loss. Retailers are particularly

vulnerable, as ransomware can be used to extort money, disrupt operations during critical trading

periods or cause lasting damage (Benmalek et al., 2024).

2.4 Cybercrime Prevention and Detection Strategies Used by Retailers

2.4.1 Firewalls and Antivirus Software

A firewall monitors traffic between a retailer's internal network and the wider internet, blocking

unauthorised connections before they reach sensitive systems, while antivirus software scans

files and active processes for known malware, isolating threats before they cause disruption

(Phillips et al., 2023). Together, these tools offer small retailers a practical and affordable layer

of protection against common attacks (Saadi, 2024). However, firewalls alone are insufficient

and must be integrated with intrusion detection systems and data encryption to form a

comprehensive defence (Putra, Dafid and Syafi'i, 2025).

2.4.2 Strong Password Policies and Multi-Factor Authentication (MFA)

Password-based login alone is increasingly insufficient as cybercriminals obtain credentials

through phishing, data breaches or brute-force tools (Saadi, 2024). Strong password policies

require employees to use complex, regularly rotated passwords, while MFA adds a second

verification layer that protects accounts even after a password has been compromised (Amosu et

al., 2024). Despite its proven effectiveness, many smaller retailers across developing markets

have yet to adopt MFA, often citing cost and technical capacity as barriers.
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2.4.3 Regular Software Updates and Patch Management

Cybercriminals routinely scan networks for systems running outdated software, targeting known

vulnerabilities for which exploit code is already publicly available (Beretas, 2024). Regular

patching closes these weaknesses systematically, while intrusion detection systems working

alongside updated software can flag exploitation attempts in real time (Phillips et al., 2023). For

retailers with minimal technical staff, enabling automatic updates on all networked devices

represents a low-cost, high-impact measure (Beretas, 2024).

2.4.4 Employee Cybersecurity Training

Human error remains one of the leading causes of cybersecurity breaches in the retail sector,

making staff training one of the most direct and accessible defences available (Fagbule, 2022).

Rather than conducting isolated once-off compliance sessions, retailers need to build a security-

aware culture where awareness becomes part of how staff approach daily operations (Fagbule,

2022). Training programmes that incorporate interactive formats, simulated threat scenarios and

sustained leadership endorsement produce measurably stronger engagement and retention of

security knowledge among employees than passive compliance-driven approaches (Shan-A-

Alahi et al., 2024).

2.4.5 Backup and Disaster Recovery Systems

Regular data backups, stored both on-site and in secure off-site or cloud-based locations, allow a

retailer to restore critical information following a ransomware attack or data corruption event

without paying criminal demands or suffering extended downtime (Ray, Chowdhury & Hasan,

2024). Mohd Saleh et al. (2026) found that retailers who maintained offline backup copies and

documented incident response procedures resumed operations significantly faster and sustained

substantially lower financial losses following ransomware incidents.

2.4.6 Point of Sale (POS) System Protection

Point of sale terminals process card details and mobile money transactions at high volume,

making them a primary target for payment fraud, and protecting them requires hardware-based

encryption and tokenisation so that raw payment data is never stored on the retailer’s network

(Badgujar, 2020). Vaka (2025) found that hardware-based POS malware protection substantially
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outperformed software-only alternatives in real retail deployments, confirming that technical

controls at the point of transaction represent one of the most effective defences available to small

retailers.

2.4.7 Mobile Money Transaction Verification

Mobile money fraud in Zimbabwean retail most commonly involves fake payment confirmation

screenshots, where customers present edited images to deceive till operators into releasing goods

before a genuine transaction has occurred (Kudanga et al., 2022). Das et al. (2025) confirm that

independently verifying payment notifications on a separate registered device significantly

reduces successful fraud attempts, though the protective value of this measure depends entirely

on consistent application by frontline staff.

2.5 Challenges Faced in Implementing Detection and Prevention Strategies

2.5.1 Skills Shortage

Retail organisations frequently struggle to recruit staff with sufficient technical knowledge to

deploy and maintain modern detection systems (Razzaq and Shah, 2024). In Bindura, where

dedicated ICT staff are rare and security responsibilities fall to general employees, tools may be

purchased but incorrectly configured. Even where some technical awareness exists, the absence

of formal training means staff cannot distinguish a genuine security alert from normal system

activity, leaving threats undetected until damage has already occurred (Navandar, 2023).

2.5.2 High Implementation Costs

Implementing machine learning-based detection and prevention systems requires substantial

upfront expenditure across software licensing, compatible hardware and staff training, placing

these solutions beyond what most small retailers can absorb (Razzaq & Shah, 2024). The

challenge is compounded by the fact that even basic cybersecurity tools carry recurring costs

through subscription renewals, software updates and maintenance requirements that accumulate

over time (Fianyi, 2015).
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2.5.3 Rapid Evolution of Cybercrime Threats

Razzaq and Shah (2024) observed that attackers systematically target weaknesses across people,

processes and technologies, exploiting the anonymity and speed of digital channels to conduct

attacks that are difficult to trace and harder to prevent in real time. When a new fraud technique

emerges, retailers relying on static, infrequently updated tools find themselves exposed before

their defences can be adjusted. The challenge is that criminal methods do not stand still as

retailers become familiar with one type of attack, perpetrators adapt their approaches, and the

tools available to them grow more accessible and sophisticated over time (Ganguli, 2022).

2.5.4 Lack of Clear Roles and Responsibilities

Razzaq and Shah (2024) identified the absence of clearly defined security roles as a significant

challenge, noting that without role clarity, organisations default to a shared but unowned

approach where everyone assumes someone else is handling a given security function. Schwartz

(2008) further argued that fragmented security accountability consistently undermines the overall

effectiveness of detection and prevention strategies.

2.5.5 Lack of Management Support

Chaudhary (2025) found that retail managers frequently underestimate the severity of evolving

fraud threats, treating cybersecurity as a background concern rather than an active management

responsibility. A particularly damaging assumption is the belief that existing tools are sufficient

and require no further review, when in practice cybersecurity effectiveness depends on consistent

monitoring, regular auditing, and willingness to update systems as threats change.

2.5.6 Integration Barriers with existing Retail Systems

Even when a retailer acquires a new security solution, integrating it with existing legacy systems

often requires specialist configuration that most small businesses cannot access (Razzaq and

Shah, 2024). Small and medium enterprises in developing economies frequently find that newer

technologies cannot be meaningfully deployed without the supporting infrastructure and

technical capacity their environments lack, leaving them caught between outdated systems they

cannot secure and modern tools they cannot fully use (Akpan et al., 2021).
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2.5.7 Lack of Employee Awareness and Training

Human users frequently represent the weakest link in cybersecurity, as criminals exploit

predictable habits and social engineering rather than targeting technical systems directly (Azzani,

Purwantoro and Almubarok, 2024). The challenge is not simply initial training but sustained

behavioural change employees who receive a single security briefing tend to revert to familiar

habits over time, particularly in busy retail environments where serving customers quickly takes

priority over security vigilance (Shan-A-Alahi et al., 2024).

2.5.8 Unreliable Internet Connectivity and Infrastructure Constraints

Unreliable internet connectivity and recurring electricity outages represent a structural constraint

that is largely absent from mainstream cybersecurity literature but is central to the operating

reality of retailers in developing economies (Vaka, 2025). Cloud-based security tools, real-time

fraud detection systems, automated antivirus updates and off-site backup processes all depend on

consistent connectivity to function as designed. When the internet fails or load shedding

interrupts power, these protections are suspended simultaneously and at unpredictable intervals,

leaving retailers exposed at precisely the moments when automated defences are most needed

(Ardhaninggar and Ramil, 2024). Wagle (2024) documented that infrastructure disruptions in

similar developing-economy retail contexts force businesses to either invest in costly redundancy

infrastructure such as uninterrupted power supply units and mobile data backup connections, or

accept prolonged periods of operating without active cybersecurity protection. In the

Zimbabwean context, where power outages and internet failures are routine, these disruptions do

not represent occasional edge cases but a persistent operating condition that fundamentally

undermines the reliability of any strategy dependent on network connectivity (Chingoriwo, 2022).

2.6 Theoretical Framework

A theoretical framework provides the conceptual lens through which a researcher interprets

findings, shaping what to look for, how data is gathered and how results are explained. This

study draws on three theories: the Theory of Technology-Enabled Crime, Routine Activity

Theory, and Rational Choice Theory.
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2.6.1 The Theory of Technology-Enabled Crime

The Theory of Technology-Enabled Crime examines how advances in computer and

telecommunications systems have created new opportunities for criminal activity (McQuade,

2006). As digital tools become more embedded in everyday life, they open pathways for offences

that traditional law enforcement struggles to detect, largely because criminals exploit the speed

and anonymity of the internet to bypass physical security boundaries (McQuade, 2006). Holt and

Bossler (2016) built on this by showing that technology fundamentally changes how offenders

identify and reach targets, particularly where protective measures such as firewalls are absent.

Jaishankar (2011) adds through Space Transition Theory that internet anonymity lowers the

perceived risk of criminal behaviour, causing individuals to commit offences online they would

never attempt in person. For this study, the theory frames how detection and prevention

strategies among Bindura CBD retailers are evaluated, recognising that as criminal methods

evolve, defensive responses must equally adapt (McQuade, 2006).

2.6.2 Routine Activity Theory

Routine Activity Theory, developed by Cohen and Felson (1979), holds that crime occurs when

three conditions converge a motivated offender, a suitable target and the absence of a capable

guardian. Hindelang et al. (1978) complemented this by showing that everyday operational

choices directly determine an organisation's exposure to offenders, meaning a retail business can

either reduce or amplify its own vulnerability. In Bindura CBD, the rapid expansion of mobile

money and cloud-based payment systems has made retail data payment credentials, customer

records an attractive target that can be reached remotely without the physical risk of

conventional theft (Cohen and Felson, 1979). Where guardianship is absent and targets remain

exposed, cybercrime thrives. The theory is central to this study because it explains the structural

conditions enabling retail cybercrime in Bindura and frames prevention strategies as mechanisms

for strengthening guardianship and reducing target vulnerability (Clarke and Eck, 2003).

2.6.3 Rational Choice Theory

Rational Choice Theory, formulated by Cornish and Clarke (1986), proposes that offenders

weigh perceived gains against the likelihood of detection and severity of consequences before

committing a crime. Wright (2010) extended this into virtual spaces, arguing that cyberspace

removes the physical risks of traditional crime confrontation, being seen, getting caught
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meaning even minor rewards can outweigh a heavily diluted risk of detection. Bachmann (2010)

confirmed this empirically, showing that hackers carefully analyse system vulnerabilities and

calculate the probability of being traced before acting. In the Bindura CBD retail context, the

ability to attack remotely, low identification risk and potential for immediate financial gain

create conditions that make cybercrime an attractive proposition where protective measures

remain underdeveloped. The theory is therefore central to this study because it frames prevention

not as a purely technical exercise but as a deliberate effort to make attacks appear more costly

and less rewarding to potential offenders (Cornish and Clarke, 1986).

2.7 Empirical Evidence

2.7.1 To Identify Cybercrime Detection and Prevention Strategies Adopted by Retailers

The literature on cybercrime detection and prevention strategies in the retail sector reveals both

convergence and significant gaps across different research contexts. Writing from a Nigerian

perspective, Chinedu et al. (2021) established through a systematic comparative analysis of

intelligent, traditional, and hybrid detection systems that no single approach is sufficient on its

own. Their key finding was that hybrid solutions combining rule-based logic with machine

learning achieved substantially higher detection accuracy than either method in isolation, and

they concluded that cybercrime demands a multi-dimensional response spanning technology,

legislation, and social intervention. This establishes an important starting point: effective

cybercrime prevention is a layered problem that cannot be resolved through technical measures

alone.

Building on this in a more advanced market context, Vaka (2025) examined real-time fraud

detection systems across major retail chains in the United States and Europe and found that

retailers who integrated machine learning into transaction verification achieved fraud detection

rates that far outperformed manual monitoring. Crucially, Vaka also identified that point-of-sale

malware protection built around hardware-based verification was substantially more effective

than software-only alternatives. Taken together, the findings of Chinedu et al. and Vaka suggest

that while sophisticated technological tools exist and perform well in well-resourced

environments, the conditions enabling their success are largely absent in contexts like Bindura,

where hardware investment is limited and technical support is scarce.
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This concern becomes sharper when the focus shifts to the African retail context specifically.

Okeke (2015) found that up to 70% of identity theft crimes in African retail organisations are

perpetrated by internal staff rather than external hackers, through methods such as copying

customer records, colluding with outside criminals, and manipulating colleagues using social

engineering. The implication is significant: even where technical defences are in place, they may

be largely irrelevant if the threat originates from within the organisation itself. Okeke concluded

that internal identity theft is a severely underestimated threat in African retail settings and

recommended that formal employee monitoring systems be introduced alongside standardised

industry frameworks for detecting and reporting insider fraud. This finding directly shapes the

present study's attention to both technical and human-centred prevention strategies among

Bindura retailers, reinforcing the argument that technology and people must be addressed

simultaneously.

2.7.2 To Evaluate the Efficacy of Cybercrime Detection and Prevention Strategies

Assessing how well cybercrime prevention strategies actually perform in practice reveals a sharp

divide between technologically advanced markets and resource-limited environments. The most

quantitatively detailed evidence comes from Chaudhary (2025), whose evaluation of AI-powered

fraud detection across multiple retail organisations in the United States found that these systems

increased detection accuracy by 82.4%, reduced fraud investigation time by 63.7%, and

delivered an average financial loss reduction of 37%, with implementation costs recovered

within 6 to 8 months. These figures are compelling, but Chaudhary was equally clear that current

investment requirements place such systems firmly beyond the reach of most small and medium-

sized retailers, and recommended cloud-based subscription models as a more accessible entry

point pending support from government and financial institutions.

Mohd Saleh et al. (2026) approached efficacy from a risk management perspective in Malaysia

and produced findings more directly applicable to the Bindura context. Phishing and social

engineering remained the dominant entry points for retail cyber incidents, yet relatively

accessible interventions such as multi-factor authentication, staff awareness training, and

continuous monitoring substantially reduced their success rate. Equally significant for resource-

constrained retailers, offline backups and documented incident response plans were found to

effectively minimise downtime and financial losses when ransomware attacks did succeed.
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Where Chaudhary focused on high-cost AI tools, Mohd Saleh et al. demonstrated that lower-cost,

process-driven strategies can achieve meaningful protection when consistently applied.

Ardhaninggar and Ramil (2024) and Manchikanti (2025) add two further dimensions that bear

directly on the Bindura context. Ardhaninggar and Ramil, examining the retail sector in Depok,

Indonesia, found that tools which are implemented but not actively monitored deliver little

meaningful protection regardless of their technical specification, a finding particularly relevant

where ICT staffing is absent. Manchikanti's systematic review of Artificial Intelligence enabled

loss prevention in the United States confirmed that machine learning and automated monitoring

substantially outperform manual surveillance but are practically accessible only through a phased

deployment model that most small retailers cannot fund without external assistance. Across these

studies a consistent pattern emerges: the efficacy of any strategy depends not merely on whether

it is adopted, but on whether the operational conditions exist to implement and sustain it

correctly, an insight that is central to understanding why strategy adoption in Bindura does not

automatically translate into effective protection.

2.7.3 To Identify the Challenges in Implementing Cybercrime Detection and Prevention

Strategies

Even where retailers are aware of cybersecurity risks and willing to address them,

implementation is rarely straightforward. Graham (2023) drew on a qualitative review of

cybercrime prevention literature across small retail businesses in developing economies and

identified financial constraint as the dominant barrier, arguing that the cost of acquiring,

maintaining, and updating cybersecurity systems places them out of reach for most small

business owners. Graham also noted that affordable local technical support is rarely available,

meaning even retailers who can afford basic tools often cannot install or maintain them correctly.

The result, Graham warned, is a pattern where partial or misconfigured security measures create

a false sense of protection without meaningfully reducing risk, a situation potentially more

dangerous than having no system at all. The parallels with Bindura are difficult to ignore, as

small retailers there operate within similarly tight financial margins, often relying on whoever in

the business is most comfortable with technology rather than a dedicated IT professional, and the

risk of superficial compliance masking genuine vulnerability is real.
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Mohd Saleh et al. (2026) examined implementation challenges across retail businesses in

Malaysia and found that phishing and social engineering remained the dominant attack vectors

precisely because they exploited human vulnerabilities that technical systems were not designed

to address. Their study found that many retailers had invested in firewalls and antivirus software

yet continued to experience breaches because their staff lacked the knowledge to recognise

manipulation attempts. Mohd Saleh et al. concluded that technical defences and human

awareness cannot be treated as alternatives and that organisations failing to invest in both

simultaneously will remain exposed regardless of how sophisticated their software is. This

finding sits alongside the internal threat patterns documented by Okeke (2015) in the African

context, and together they point to a consistent pattern across very different national settings: the

human dimension of cybersecurity is persistently underfunded and underestimated.

Wagle (2024) approached the challenge from a different angle, using longitudinal observation

and interviews with small retailer owners in South Asia to examine why cybersecurity practices

are difficult to sustain over time even after initial implementation. Wagle found that operational

pressures, particularly the demands of running a business with a small staff and tight margins,

caused owners and managers to deprioritise security maintenance once the immediate threat that

prompted action had passed. Wagle concluded that sustainability of cybersecurity practice is as

important as initial adoption and recommended that interventions be designed with the

operational realities of small businesses in mind, favouring automated, low-maintenance

solutions over those requiring regular manual attention. Small retailers in Bindura face these

same pressures in intensified form, contending not only with limited staff but also with

unreliable electricity and internet connectivity that can interrupt even automated systems,

meaning strategies built around consistent human discipline rather than automated processes may

face steeper sustainability challenges in this context than Wagle's findings alone would suggest.

2.7.4 To Recommend Strategies to Strengthen Cybercrime Detection and Prevention

The fourth objective is concerned with what can realistically be done to improve the

cybersecurity posture of retail businesses, particularly in resource-constrained environments.

Vassilakos and Martin (2023), writing from a Southern African Development Community

perspective and drawing on comparative analysis of cybersecurity readiness across SADC

member states using the National Cyber Security Index, argued that the most urgent need across
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the region is not for more sophisticated technology but for basic cybersecurity infrastructure

including functional antivirus protection, regular software updates, and simple password policies.

They found that across the SADC region the gap between digital development and cybersecurity

readiness is negative for most member states, meaning that countries are adopting digital systems

faster than they are building defences to protect them. Vassilakos and Martin recommended that

governments and private sector bodies work together to develop accessible, affordable

cybersecurity frameworks tailored to small and medium enterprises in the region, and

emphasised that awareness campaigns need to reach street-level businesses and not only large

corporations. Zimbabwe is among the SADC member states covered by this analysis, and the

structural weaknesses identified at the regional level are visible at the ground level in towns like

Bindura, where the pace of digital payment adoption has similarly outrun the development of any

formal guidance or support for securing those systems.

Aprilia et al. (2026), drawing on a qualitative historical review of cybercrime across five global

sectors including retail and covering incidents primarily in the United States, Europe, and Asia,

found that the organisations recovering fastest and most effectively from cyber incidents were

those that had invested in basic but consistent practices: regular data backups, clear incident

response procedures, and staff training. Aprilia et al. concluded that resilience, meaning the

ability to detect, respond to, and recover from an attack, matters as much as prevention itself, and

that meaningful resilience can be built through low-cost practices without waiting for access to

enterprise-grade tools. The lesson here extends to Bindura retailers, not in the sense that their

situation mirrors that of a large multinational organisation, but in the more fundamental sense

that preparedness and recovery planning can reduce damage even when prevention has failed,

and that these preparations do not require significant financial outlay to be meaningful.

Chinedu et al. (2021), in their Nigerian comparative analysis discussed under the first objective,

further recommended that cybercrime prevention frameworks for developing contexts should

prioritise scalability and simplicity, building detection and response capacity in stages rather than

attempting to implement comprehensive systems all at once. They specifically highlighted the

value of hybrid approaches that combine basic rule-based detection with human oversight,

arguing that even without machine learning infrastructure, trained staff following structured

monitoring procedures can catch a significant proportion of fraudulent activity before it causes
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serious harm. Mohd Saleh et al. (2026) echoed this in their Malaysian context, recommending

layered security that begins with affordable basics and grows as resources allow. What emerges

from these studies collectively is a coherent picture of what strengthening cybercrime prevention

looks like for retailers who cannot access the tools that dominate the academic literature: for

businesses in Bindura, the path forward is not to replicate the enterprise security models of

wealthier markets but to build consistent, affordable, human-aware practices that address the

specific vulnerabilities of small retail operations in a digitally transitioning economy.

2.8 Summary of Literature and Justification for the Study

The reviewed literature establishes a solid foundation regarding global cybersecurity tools,

theoretical frameworks, and empirical evidence on retail cybercrime. However, several

contextual and technical gaps persist that specifically necessitate this investigation into the

Bindura retail sector.

Most existing research, including the work of Okeke (2015) and Chaudhary (2025), is conducted

within developed economies or large-scale online retail environments where stable infrastructure,

trained IT personnel, and regulatory support are assumed. There is a significant absence of

empirical data on small-scale retail sectors in developing nations like Zimbabwe, particularly in

smaller urban centres outside the capital. Unlike the stable operating environments studied by

Chaudhary (2025) in the United States, retailers in Bindura contend with frequent power outages,

unreliable internet connectivity, and a complete absence of grassroots technical guidance,

conditions that fundamentally alter how any cybersecurity strategy performs in practice and that

remain largely unexplored in current literature.

While studies such as Murungu et al. (2026) examine cybersecurity within the Zimbabwean

context, their focus remains primarily on the banking sector in Harare. The retail sector in

smaller towns like Bindura, which serves as a transit point for mining and border trade activity,

introduces specific risks associated with transient customer populations and informal cash-

equivalent payment systems that are not addressed in existing urban-focused studies. This

geographic and sectoral gap means that findings from Harare-based research cannot be

straightforwardly applied to the Bindura context without significant adaptation.
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A further gap exists in how the literature treats strategy assessment and performance evaluation

as separate concerns. Vaka (2025) and Ardhaninggar and Ramil (2024) focus on either the cost

of security frameworks or the technical existence of tools without testing their actual efficacy

within real-world, resource-constrained retail settings. Additionally, while theories such as

Routine Activity Theory and Rational Choice Theory are widely applied to explain why

cybercrime occurs, they are rarely used to evaluate whether specific prevention measures such as

multi-factor authentication or mobile money verification actually reduce risk in informal retail

environments, limiting the practical usefulness of existing work for practitioners in contexts like

Bindura.

This research is therefore justified by its intent to bridge these gaps through a multi-theoretical

approach combining Routine Activity Theory, Rational Choice Theory, and the Theory of

Technology-Enabled Crime, applied directly to the operational realities of small retailers in

Bindura CBD. By addressing the unique environmental challenges, infrastructural constraints,

and human capacity limitations of this specific context, the study provides practical and cost-

effective recommendations that directly respond to the research questions regarding strategy

efficacy and local implementation. The findings will contribute original evidence to a geography

and sector that existing literature has largely overlooked.

2.9 Chapter Summary

This chapter reviewed theoretical and empirical literature relevant to the study's four objectives.

The concept of cybercrime was defined and its main forms examined, followed by a discussion

of the detection and prevention strategies available to retailers and the challenges that limit their

implementation. Three theoretical frameworks were presented and linked to the retail

cybersecurity context. Empirical evidence was reviewed against each objective, and the gaps in

existing research that justify this study were identified and explained.
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CHAPTER THREE

RESEARCHMETHODOLOGY

3.0 Introduction

This chapter describes the methodological choices made for this study, the reasoning behind each

decision, and their respective limitations. The sections that follow outline the research

philosophy, approach, design, population, sampling strategy, data collection instruments,

analytical procedures, and ethical considerations applied in investigating the efficacy of

cybercrime detection and prevention strategies among retailers in Bindura CBD.

3.1 Research Philosophy

A research philosophy is the theoretical foundation that guides how a researcher interprets data

and examines the methodological aspects of their work (Khatri, 2020). This study is guided by

pragmatism, which serves as the philosophical base for a mixed-methods approach. Pragmatism

focuses on what works to address the research problem, allowing the researcher to value both

objective data and subjective human experiences, and enabling the study to utilise quantitative

measures to test strategy efficacy alongside qualitative insights to understand the environmental

challenges faced by retailers in Bindura.

3.2 Research Approach

This study adopts a deductive research approach, beginning with established theories and

hypotheses regarding cybercrime prevention to test their validity within the retail environment.

According to Patel and Patel (2019), a deductive approach is followed when a researcher starts

with a specific set of assumptions that need to be confirmed or rejected through the research

process. By employing this approach, the study evaluates how existing cybersecurity frameworks

and strategies perform in the practical, resource-constrained setting of Bindura.
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3.3 Research Design

This study adopted a mixed-methods design, combining quantitative and qualitative approaches

to produce a more complete picture of the cybercrime challenges facing Bindura retailers than

either method alone could offer (Kothari, 2019). Quantitative methods were used to measure the

types of cybercrime prevention and detection strategies in use and assess their perceived

effectiveness in reducing financial losses. Qualitative methods were used to explore the

reasoning behind those practices, the challenges retailers encounter in sustaining them, and the

practical recommendations that emerge from lived experience (Creswell & Creswell, 2018).

Combining the two approaches enables triangulation, where numerical findings are supported

and explained by participants' real experiences, producing conclusions that are both statistically

grounded and practically meaningful (Kothari, 2019).

3.4 Sampling Strategy

This study utilises stratified sampling to divide the retail population in Bindura into distinct

groups based on business type, ensuring that each sub-sector is proportionally represented.

Additionally, purposive sampling was employed to specifically select respondents with direct

experience in digital payment systems and cybersecurity management, ensuring that the

information gathered is relevant and authoritative (Patel & Patel, 2019).

3.5 Target Population

The population comprises all retailers operating within Bindura CBD in May 2026 who actively

use digital payment platforms including EcoCash, One Money and point-of-sale card machines,

covering shop owners, shop managers, till operators, ICT experts and other staff directly

responsible for handling digital transactions or system administration. The figure of 30

participants was established through a physical walk-through of Bindura CBD conducted by the

researcher in May 2026, during which seven qualifying outlets were identified across five retail

categories. Van de Schoot and Miocevic (2020) acknowledge that in cases where the target

population is limited in size, a census is the most appropriate and rigorous approach.



35

3.6 Sample Size

Given the small, clearly defined population of 30 respondents across five categories in Bindura

CBD, a census approach was adopted, incorporating all identified participants rather than

drawing a subset. This approach was appropriate because the population was sufficiently small

and accessible to permit total enumeration, eliminating sampling error and ensuring that the

findings reflect the full range of cybercrime experiences within the study setting. Table 2.0

illustrates the distribution of participants.

Table 2.0 Sample Size

Category Owners Shop

Managers

Till

Operators /

ICT Experts

/ Others

Total

Total 11 8 11 30

Table 3.1: Participants of the Research (Source: Primary data, 2026)

The table above presents the initial population distribution across three primary position

categories. In practice, five position types were identified during data collection, with the Till

Operators column encompassing till operators, ICT experts and other staff with direct

responsibility for system administration and digital transaction oversight.

3.7 Sampling Techniques

3.7.1 Stratified Random Sampling

Stratified random sampling works by grouping the population into separate categories based on

key attributes before drawing a random sample from each category (Hossan et al., 2023).

Respondents were grouped based on their business category and operational scale, identifying

small-scale, medium-scale and large-scale retail enterprises. This ensured that all segments were
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represented and that each respondent had an equal opportunity to participate, strengthening the

accuracy of the findings.

3.7.2 Purposive Sampling

While the broader study distributed questionnaires to managers and owners across retail outlets,

7 individuals were purposely selected for in-depth interviews due to their direct role in

implementing and overseeing digital transaction security (Ahmad & Wilkins, 2024). These key

informants ensured that the qualitative data accurately reflects the actual cybercrime threats and

prevention practices currently in place within the Bindura retail environment.

3.8 Research Instruments

In this study, questionnaires and interviews were the primary tools used to gather data from shop

owners, managers and till operators, while supplementary information was drawn from academic

journals and theses (Hossan et al., 2023).

3.9 Questionnaire

The research utilises a structured questionnaire as the primary quantitative tool (Ahmad &

Wilkins, 2024). A structured format was chosen over a semi-structured questionnaire because the

study’s quantitative objective required standardised, comparable responses across all participants

a level of consistency that open-ended quantitative items would have undermined. The

instrument is structured into four sections: Section A captures demographic and business profile

data; Section B identifies current cybercrime detection and prevention strategies; Section C

assesses the efficacy of these tools in reducing financial losses and protecting daily operations;

and Section D addresses both the environmental and operational challenges facing retailers such

as power instability and limited technical skills, and solicits respondent views on strategies to

strengthen cybersecurity.(Ahmed, 2024).

3.9.1 Advantages of Questionnaires

Questionnaires were cost-effective and required minimal effort, as only the researcher and the

instruments were involved in the data collection process. Bias was minimised since participants

completed questionnaires privately without direct influence from the researcher. Anonymity
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promoted honest responses to sensitive issues such as local cybercrime vulnerabilities, and the

instruments were simple to disseminate across the CBD, with responses generally received

promptly.

3.9.2 Disadvantages of Questionnaires

The fixed structure offered limited flexibility and prevented retailers from providing nuanced

responses beyond the given options. This was mitigated by supplementing questionnaires with

semi-structured interviews. A risk of low response rates was addressed by delivering

questionnaires in person and following up directly throughout the five-day collection window. A

pilot test conducted with five participants before main data collection identified unclear wording

and allowed revisions to be made.

3.10 Interview Guide

Approval was obtained from retail management to interview representatives, who were

purposively selected as a subset of the total 30 respondents from seven outlets in Bindura. Both

semi-structured and unstructured formats were used to allow open-ended dialogue, giving

participants sufficient time and freedom to share their perspectives (Kothari, 2019). To protect

participants, interviews were conducted privately and all information gathered was kept

confidential.

3.10.1 Advantages of Interviews

Interviews allowed detailed and contextual information to be obtained that would not be captured

through structured questionnaires alone. Direct interaction enabled ambiguous responses

regarding technical strategies to be clarified immediately, reducing the risk of misunderstanding.

Participants were able to elaborate on sensitive topics such as security lapses in a confidential

setting, and the flexible format permitted the sequence and wording of questions to be adjusted

based on the respondent's flow of conversation.

3.10.2 Disadvantages of Interviews

The interview process required extensive time for scheduling, conducting and transcribing each

session, limiting the qualitative sample to seven participants. The presence of the interviewer

may have led some respondents to provide socially acceptable answers, which was mitigated by
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emphasising confidentiality and using open-ended questions. Possible inconsistency across

interviews was managed by maintaining a consistent interview guide while allowing flexibility

within it.

3.11 Data Collection Procedures

Before any data was gathered, the researcher obtained permission from Bindura University of

Science Education and from the management of each participating retail outlet. Ethical clearance

was obtained and each participant was provided with an informed consent form. Questionnaires

were self-administered and delivered in person, with respondents given five days to complete

them. Seven participants were then purposively selected for semi-structured interviews

conducted at each participant's business premises in a private setting, audio-recorded with

explicit consent and subsequently transcribed verbatim.

3.12 Validity

Content validity was ensured by developing the questionnaire through an extensive review of

existing literature on cybercrime threats and digital security protocols. Construct validity was

maintained by aligning questionnaire items with established theoretical frameworks of

cybercrime prevention and detection. Internal validity was addressed through standardised

administration of instruments across all participants (Hossan et al., 2023).

3.13 Reliability

To address potential reliability issues, the questionnaire was carefully designed and pre-tested

with a pilot group of five individuals separate from the final study sample. The pilot test helped

identify unclear items and detect sampling-related challenges (Ahmad & Wilkins, 2024).

Administration was standardised across all participants to minimise procedural bias. Interview

responses were transcribed verbatim and cross-checked against field notes to maintain accuracy,

and the tools were reviewed by peers and supervisors to confirm they captured the necessary

information.
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3.14 Data Presentation and Analysis

Quantitative data were processed using Microsoft Excel to generate descriptive statistics,

including frequency tables, percentages and graphical representations. Qualitative data were

analysed using Braun and Clarke's (2006) six-phase thematic analysis framework, chosen

because it is flexible and fits well with the practical, real-world focus of this study. Unlike

content analysis, thematic analysis is concerned with meaning and experience understanding

why retailers adopt or abandon strategies rather than counting how often certain words appear.

The analytical process moved from reading and becoming familiar with the data, through coding,

developing themes and writing a final report tied to the research objectives. Prior to main data

collection, a pilot test with five participants led to two questions being reworded for clarity and

one response scale adjusted from three to four points. Together, these approaches supported

triangulation, ensuring that statistical trends were confirmed and deepened by qualitative insights.

3.15 Ethical Considerations

Voluntary informed consent was obtained from all participants before data collection began.

Confidentiality and anonymity were strictly maintained by replacing real names with

pseudonyms and alphanumeric codes such as Manager A or Shop 1 throughout data recording

and reporting. The principle of beneficence guided the study throughout, ensuring that

participation did not expose any respondent to harm or undue risk. Debriefing was conducted at

the conclusion of each interview, giving participants the opportunity to ask questions and

withdraw any responses they were not comfortable including (Kothari, 2019).

3.16 Chapter Summary

The chapter outlined the methodological framework guiding this study, covering the pragmatist

philosophy, deductive approach and mixed-methods design. The target population, census-based

sample and sampling techniques were detailed alongside the data collection instruments and

procedures for ensuring validity and reliability. Ethical considerations governing confidentiality,

informed consent and participant protection were observed throughout.
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CHAPTER FOUR

DATA PRESENTATION, ANALYSIS AND DISCUSSION

4.0 Introduction

This chapter presents, analyses and discusses the findings of the study on the efficacy of

cybercrime detection and prevention strategies employed by retailers in Bindura CBD. Response

rates, demographic characteristics and detailed findings for each objective are presented using

tables, figures, and narrative descriptions.

4.1 Response rate

Table 3 .1: Questionnaire Response Rate

Total
Questionnaires

Issued

Questionnaires

Returned
Response Rate

Total 30 25 83.33%

(Source: Primary data, 2026)

Thirty questionnaires were distributed across five retail categories in Bindura CBD. Twenty-five

were returned and fully completed, yielding an overall response rate of 83.33%. According to

Creswell (2014), a response rate exceeding 50% is considered sufficient for acquiring unbiased

results, and the 83.33% achieved in this study therefore strongly supports the validity and

reliability of the findings.
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4.1.2 Interview response rate

Table 3.2: Interview response rate

Total
Scheduled

Interviews

Conducted

Interviews
Response Rate

Total 7 7 100%

(Source: Primary data, 2026)

All seven planned interviews were successfully conducted, resulting in a 100% interview

response rate. This was made possible through the purposive selection of key informants who

had direct knowledge of cybercrime detection and prevention practices in their respective

businesses.

4.2 Demographic characteristics of respondents

Table 3.3: Demographic characteristics of respondents (N=25)

Demographic Category Demographic Variable Frequency Percentage (%)

Gender Male 15 60

Female 10 40

Total 25 100

Age Distribution Below 25 years 4 16

25–29 years 10 40

30–34 years 6 24



42

35 years and above 5 20

Total 25 100

Academic Qualifications O & A Level 4 16

Certificate 4 16

Diploma 7 28

Undergraduate 6 24

Postgraduate 4 16

Total 25 100

Position Held Owners 4 16

Shop Managers 4 16

Till Operators 8 32

ICT Experts 5 20

Others 4 16

Total 25 100

Work Experience Less than 1 year 5 20

1–3 years 4 16

4–6 years 10 40
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6 years and above 6 24

Total 25 100

Types of Business Grocery stores 6 24

Clothing stores 5 20

Electronic &

Accessories
4 16

Hardware stores 5 20

Furniture stores 5 20

Total 25 100

(Source: Primary data, 2026)

The 25-29 years age interval recorded the highest frequency in the age distribution at 40%,

followed by the 30-34 years category at 24%, those aged 35 and above at 20%, and those below

25 years at 16%. This age distribution suggests that the study was predominantly informed by

young and middle-aged professionals who are more likely to engage with digital payment

systems in their daily retail operations.

Diploma holders formed the largest academic group at 28%, followed by undergraduates at 24%,

while Ordinary and Advanced Level holders, certificate holders, and postgraduate holders each

accounted for 16%. This distribution implies that a substantial proportion of respondents

possessed sufficient educational grounding to engage meaningfully with matters relating to

cybercrime threats and digital security.

Till operators constituted the largest occupational group at 32%, reflecting their direct and daily

exposure to payment transactions and cybercrime risk. ICT experts followed at 20%, while shop

owners, shop managers and respondents in other roles each accounted for 16%. The most

common experience bracket was four to six years at 40%, followed by those with over six years
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at 24%, indicating that most respondents were well acquainted with the operational environment

of their businesses. Grocery stores had the highest representation at 24%, with clothing stores,

hardware stores and furniture stores at 20% each, and electronics and accessories shops at 16%.

These demographic characteristics carry direct analytical implications for interpreting the

findings that follow. The dominance of till operators at 32% means the study is heavily weighted

toward frontline workers most directly exposed to payment fraud the same individuals whose

behaviour under queue pressure determines whether mobile money verification is applied

consistently. Their responses on strategy effectiveness therefore reflect lived operational reality

rather than managerial aspiration. The 25–29 age cohort comprising 40% of respondents

suggests a digitally literate workforce, which makes the low adoption of password management

and mobile money verification less a matter of unfamiliarity with technology and more a product

of operational incentives and absent enforcement. The concentration of respondents in the four-

to-six-year experience bracket indicates that most participants have encountered enough fraud

incidents to form informed views, but may not have observed the structural evolution of

cybercrime methods that longer-serving staff would recall which may partly explain why rapidly

evolving threats ranked as the least universally agreed-upon challenge in Objective Three.
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4.3 Objective One: Cybercrime detection and prevention strategy currently used by

retailers.

Table 3.4: Cybercrime Detection and Prevention Strategies Currently Used by Retailers (N=25)

Key: SA = Strongly Agree A = Agree D = Disagree SD = Strongly Disagree

Strategy
SA

(%)

A

(%)

D

(%)

SD

(%)
Total

Point of Sale System Protection 36% 40% 16% 8% 100%

Antivirus and Anti-malware

Software
32% 40% 20% 8% 100%

Password Management and Access

Control
16% 28% 36% 20% 100%

Employee Cybersecurity

Awareness Training
40% 36% 16% 8% 100%

Mobile Money Transaction

Verification
20% 24% 32% 24% 100%

(Source: Primary data, 2026)

4.3.2 Point of Sale (POS) system protection

Point of Sale system protection was the most widely adopted cybersecurity measure, with 76%

of retailers confirming its use (36% strongly agreeing, 40% agreeing). The high uptake reflects

the volume of card-based transactions processed daily and the direct financial losses retailers

have experienced from payment fraud. A grocery shop manager stated, “We installed POS

protection after a card fraud incident two years ago and have had no major payment breaches

since.” This is supported by Badgujar (2020), who confirms that encryption and tokenisation are
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the most effective defences for POS environments and that retailers implementing PCI DSS

compliance experience significantly fewer payment data breaches.

4.3.3 Antivirus and anti-malware software

32% of retailers strongly agreed and 40% agreed that they use antivirus and anti-malware

software, making it the second most widely confirmed strategy. Its prevalence is largely

explained by the accessibility of free and pre-installed solutions that eliminate the financial

barrier for small businesses operating on constrained margins. A clothing shop manager stated,

“We use Windows Defender because it is free and already installed.” This concurs with Wagle

(2024), who confirms that even baseline free solutions offer meaningful protection against the

most common attack types, though premium tools with active threat intelligence deliver

substantially stronger defence, meaning retailers relying solely on pre-installed software remain

partially exposed to advanced persistent threats.

4.3.4 Password management and access control

Password management and access control was the least adopted strategy, with 56% of retailers

disagreeing or strongly disagreeing that they use it, citing the impracticality of enforcing formal

access restrictions in small operations where multiple staff share devices. A hardware shop

owner stated, "Our staff all know the system password because it is easier than resetting access

every time someone is on duty, so the whole concept of access control does not really apply to

us." This differs from Al Naim and Ghouri (2023), who said that protective value collapses

entirely when staff share credentials or bypass access restrictions regardless of how well the

system is configured. Viewed through Routine Activity Theory, shared credentials effectively

remove the capable guardian a system that should restrict access becomes universally accessible,

turning every employee into a potential entry point for an insider threat or external attacker who

obtains a single password (Cohen & Felson, 1979).

4.3.5 Employee cybersecurity awareness training

Employee cybersecurity awareness training was jointly the most widely adopted strategy , with

76% of retailers confirming its use (40% strongly agreeing, 36% agreeing). Retailers attributed

this to the direct and visible impact that staff behaviour has on fraud outcomes, particularly in an

environment where fake payment confirmations represent the most commonly encountered threat.
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A grocery shop manager stated, “After regular security reminders with real fraud examples, staff

became much more careful about verifying payments and we had far fewer incidents of staff

accepting fake EcoCash screenshots.” This is supported by Fagbule (2022), who argues that

training grounded in the real daily experiences of retail workers produces lasting and measurable

behaviour change.

4.3.6 Mobile money transaction verification

Mobile money transaction verification was the least widely adopted strategy, with 56% of

retailers disagreeing or strongly disagreeing that they apply it consistently. The majority

attributed non-adoption to the operational pressure of busy trading hours, where verification

steps create queue delays and customer friction. A clothing shop manager stated, "When there is

a queue of ten customers, stopping to check every payment on a separate phone creates conflict

and customers leave, so staff end up skipping it." This concurs with Das et al. (2025), who

confirmed that transaction verification failures represent the primary vulnerability in mobile

payment fraud, and that the protective value of manual verification is entirely contingent on

consistent application by staff. Viewed through Routine Activity Theory, every time a till

operator skips verification under queue pressure the capable guardian withdraws and the

transaction becomes an unguarded target (Cohen & Felson, 1979).
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4.4 Objective two: Effectiveness of cybercrime detection and prevention strategies

Fig 4.1 The effectiveness of cybercrime detection and prevention strategies

(Source: Primary data, 2026)

4.4.2 Effectiveness of point of sale system protection

Point of Sale system protection was rated effective by 56% of respondents (20% strongly

effective, 36% effective), with retailers attributing its success to the automated and continuous

nature of detection a system that does not depend on staff remembering to act. A grocery shop

manager stated, “Our POS protection has caught several suspicious transaction attempts we

would never have noticed manually”. This concurs with Badgujar (2020), who confirms that

proper implementation of POS security incorporating encryption and tokenisation significantly

reduces payment data theft in retail environments, and that automated detection closes the critical

gap that staff vigilance alone cannot consistently fill during peak trading hours. The finding

aligns with Routine Activity Theory: unlike human guardians who withdraw under operational

pressure, automated POS protection maintains consistent guardianship regardless of how busy

the trading floor becomes (Cohen & Felson, 1979).
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4.4.3 Effectiveness of antivirus and anti-malware software

Antivirus and anti-malware software were rated effective by the majority, with 28% strongly

agreeing and 36% agreeing that it had delivered tangible protection. Retailers attributed this to

the visible feedback they receive through quarantine notifications and weekly security reports. A

clothing shop manager stated, “Our antivirus has quarantined several threats and without it we

would have had no idea those programmes were trying to access our data”. This is in line with

Wagle (2024), who confirms that antivirus programmes reliably detect and neutralise known

malware, ransomware and spyware threats, while cautioning that retailers should select solutions

with efficient resource allocation to minimise performance trade-offs during daily operations.

4.4.4 Effectiveness of password management and access control

Password management and access control received the weakest effectiveness rating, with 76% of

respondents rating it either not effective or only slightly effective. Many retailers acknowledged

that staff routinely share or forget passwords, undermining any system that exists on paper. A

grocery shop manager stated, “Staff keep forgetting passwords or sharing them, which reduces

the effectiveness of the whole system”. This differs from the position of Al Naim and Ghouri

(2023), who confirm that inconsistent enforcement of access control policies significantly

reduces protective impact regardless of how well the system was originally configured. The

pattern here is significant beyond the technical failure: Rational Choice Theory (Cornish &

Clarke, 1986) would suggest that an offender including an internal one who observes that

shared passwords go unaddressed will rationally conclude that the cost of exploitation is low.

The vulnerability is therefore not primarily technical but disciplinary, and it will persist

regardless of how the software is upgraded until the underlying credential-sharing behaviour is

addressed through policy and accountability.

4.4.5 Effectiveness of employee cybersecurity awareness training

Employee cybersecurity awareness training received the highest effectiveness rating, with 76%

of respondents rating it effective or strongly effective. Retailers attributed this to observable

change in staff behaviour and direct reductions in fraud incidents over time. A grocery shop

manager stated, “One staff member stopped a fraudulent EcoCash transaction because she

recognised the pattern from our training, and that one incident alone justified the entire

programme”. This is supported by Kamara (2025), who confirms that effective training
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programmes significantly reduce successful phishing and social engineering attacks in retail

environments. It also raises the perceived cost of attack from the offender’s perspective a

workforce that recognises fake payment confirmations makes the Rational Choice calculus less

favourable for fraudsters who rely on untrained staff (Clarke, 1995).

4.4.6 Effectiveness of mobile money transaction verification

Mobile money transaction verification was rated the least effective strategy, with 60% of

respondents rating it ineffective or slightly effective, reflecting the inconsistent application

documented in Objective One. Retailers attributed poor effectiveness directly to the same

operational pressures that suppressed adoption queue management demands mean verification is

skipped precisely during the busiest and highest-risk trading periods. A clothing shop manager

stated, "We try to verify but when it is busy it just does not happen consistently, and that is

exactly when the fake screenshots come in." This concurs with Das et al. (2025), who confirm

that the protective value of manual transaction verification is entirely contingent on consistent

application, and that intermittent use delivers outcomes no better than having no verification

procedure at all.
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Objective 3 : Challenges faced in implementing cybercrime detection and prevention

strategies

Table 3.5 Challenges faced in implementing cybercrime detection and prevention

strategies(N=25)

Challenge
SA

(%)

A

(%)

D

(%)

SD

(%)
Total

High Cost of Security

Technology
60% 40% 0% 0% 100%

Unreliable Internet &

Infrastructure
48% 40% 8% 4% 100%

Lack of Skilled ICT Personnel 40% 40% 16% 4% 100%

Evolving Threats & Absent

Policies
20% 28% 32% 20% 100%

(Source: Primary data, 2026)

4.5.1 High cost of security technology

The high cost of security technology was confirmed by every respondent, with 100% agreeing

that it is the most prohibitive barrier to implementation. Comprehensive cybersecurity packages

cost between USD 2,000 and USD 5,000 annually, yet many retailers in Bindura earn less than

that figure in annual profit. A grocery shop owner stated, “I cannot spend USD 3,000 on

software when my monthly profit is only USD 900, staff salaries must come first”. This concurs

with Ardhaninggar and Ramil (2024), who confirm that high initial investment costs are the

primary structural reason small retailers defer security investment indefinitely.
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4.5.2 Unreliable internet connectivity

Unreliable internet connectivity was confirmed as a significant challenge by 88% of retailers

(48% strongly agreeing, 40% agreeing). Daily outages and load shedding disable cloud-based

security systems, prevent antivirus updates, and interrupt backup processes at precisely the

moments when consistency matters most. A grocery shop manager stated, “When the internet

drops our antivirus cannot update, our backup cannot run, and we are completely exposed”.

This is supported by Vaka (2025), who documents that real-time fraud detection requires

consistent connectivity to deliver automated responses, conditions that intermittent infrastructure

makes structurally impossible to meet.

4.5.3 Lack of skilled Information and Communication Technology (ICT) personnel

40% strongly agreed and 40% agreed that the lack of skilled ICT personnel is a significant

challenge. Without personnel who can configure, maintain and troubleshoot security systems,

even well-resourced retailers find that their tools remain unused or incorrectly set up. A clothing

shop owner stated, “We bought security software but it gave error messages we could not

understand and after trying YouTube fixes we gave up, it has been unused for six months”. This

concurs with Ardhaninggar and Ramil (2024), who document that without skilled cybersecurity

workers retailers cannot properly configure security systems or keep pace with evolving threats,

and who recommend that retailers prioritise training at least one staff member with basic

cybersecurity competencies as the most cost-effective first step.

4.5.4 Rapidly Evolving Cyber Threats and Absence of Formal Policies

Rapidly evolving cyber threats and the absence of formal policies was the least confirmed

challenge in the study, with 52% of retailers disagreeing or strongly disagreeing that it posed a

significant barrier. Retailers attributed this to their familiarity with the dominant local fraud types,

particularly fake EcoCash screenshots and card-related fraud, which they felt sufficiently

equipped to recognise and manage. A grocery shop owner stated, “The fraud we see here is

always the same fake EcoCash screenshots and stolen cards so we know what to look for.”

However, Liu et al. (2022) caution that this confidence is itself a vulnerability, as businesses

whose awareness is shaped exclusively by past experience remain structurally unprepared when

criminal methods shift. McQuade’s (2006) Theory of Technology-Enabled Crime is directly
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relevant here criminal techniques evolve continuously through online networks, and a retailer

calibrated only to yesterday’s fraud patterns is already behind.

4.6 Objective Four: Recommended strategies to strengthen cybercrime detection and

prevention

Fig 4.2 : Recommended strategies to strengthen cybercrime detection and prevention strategies

(Source: Primary data, 2026)

4.6.1 Adoption of Affordable Machine Learning and AI-Based Detection Tools

All 100% of retailers agreed that government and financial institutions should facilitate access to

affordable AI-based fraud detection tools, producing one of two unanimous recommendations in

the study. Retailers identified automated detection as the most transformative capability gap they

currently face, particularly for flagging suspicious mobile money transactions before goods are

released. A grocery shop manager stated, “An affordable AI system that automatically flags

suspicious mobile money transactions before we release goods would transform our security”.

Chaudhary (2025) agrees, documenting that AI-powered fraud detection increased detection

accuracy by 82.4% and delivered average financial loss reductions of 37% in retail environments.
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4.6.2 Structured and Continuous Employee Cybersecurity Training

All 100% of retailers strongly agreed that formal structured cybersecurity training programmes

should be established as an urgent priority. Retailers were unambiguous that training must be

continuous and specific to local fraud types rather than generic in content. A clothing shop owner

stated, ‘Training should cover the exact types of fraud we see in Bindura with real examples, not

generic internet content that does not help staff recognise local fraud tactics”. This concurs with

Murungu et al. (2026), who found that continuous training is essential because human error

causes most security breaches and that regular training enables workers to identify and stop new

threats before they cause harm.

4.6.3 Government Support and Infrastructure Investment

Ninety-two percent of retailers strongly agreed that affordable cloud-based subscription models

should replace expensive upfront security packages as the primary pathway to improved

protection. Retailers consistently distinguished between the unaffordable cost of comprehensive

security suites and the potential accessibility of subscription-based tools that spread costs

monthly and update automatically. A grocery shop owner stated, “We cannot pay USD 2,000

upfront for security software but if there was a monthly subscription we could afford, we would

use it immediately.” This concurs with Saeed et al. (2023), who confirmed that cloud-based

subscription security tools are significantly more accessible for small businesses operating on

thin margins and that automatic updates remove the skills burden of manual patch management.

4.6.4 Regular Software Updates and Automated Patch Management

Automated patch management drew the second-highest level of support among the four

recommended strategies, with 88% of retailers strongly agreeing and a further 12% agreeing that

it should be made standard practice. Retailers explained that updates to their existing antivirus

and anti-malware software were applied irregularly, if at all, leaving systems running on

outdated definitions long after newer fraud techniques had emerged. A hardware shop owner

stated, “Our antivirus has not been updated in months because no one knows how to do it and

there is no reminder system in place it is running but it is not protecting us properly.” This

concurs with Chingoriwo (2022), who established that outdated software and missed security

patches are among the most exploited vulnerabilities in Zimbabwean business environments, and
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that automated update scheduling is one of the lowest-cost improvements available to resource-

constrained retailers.

4.7 Chapter Summary

This chapter presented findings on the efficacy of cybercrime detection and prevention strategies

employed by retailers in Bindura CBD, supported throughout by empirical evidence from

academic sources. The findings confirmed that retailers rely predominantly on basic manual

detection strategies, and that their effectiveness varies considerably depending on whether the

measures are consistently applied and supported by adequate human capacity and infrastructure.
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CHAPTER FIVE

SUMMARY, CONCLUSION AND RECOMMENDATIONS

5.0 Introduction

This chapter brings together the key findings of the study and draws conclusions that speak

directly to the four research objectives. It presents a summary of what was found across all

chapters, offers conclusions grounded in both the empirical evidence and the theoretical

frameworks, and makes targeted recommendations for retailers, government and relevant

institutions. Areas warranting further research are also identified. The chapter is the culmination

of a study that set out to evaluate whether the cybercrime detection and prevention strategies

currently employed by retailers in Bindura CBD are adequate to the threats they face in an

increasingly digital trading environment.

5.1 Summary of the Study

The study assessed the efficacy of cybercrime detection and prevention strategies employed by

retailers in Bindura Central Business District. Chapter One established the problem of the study

that the rapid adoption of digital payment systems in Bindura CBD has not been matched by the

development of effective cybercrime defences, leaving retailers exposed to financial losses and

operational disruptions they are ill-equipped to manage. The chapter situated this problem within

the national context of Zimbabwe's fragmented cybersecurity governance framework and the

specific vulnerabilities of a secondary urban trading centre operating under conditions of load

shedding, poor connectivity and limited institutional support.

Chapter Two reviewed the theoretical and empirical literature on cybercrime detection and

prevention in the retail sector. Three theoretical frameworks guided the study Routine Activity

Theory, the Theory of Technology-Enabled Crime and Rational Choice Theory each offering a

distinct explanation for why cybercrime occurs and what conditions are necessary to suppress it.

The empirical review confirmed that the challenges facing Bindura retailers are consistent with

those documented in comparable developing economy contexts, while also identifying a gap in

research specifically addressing small retailers in secondary Zimbabwean towns.
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Chapter Three outlined the research design, adopting a mixed-methods design combining

structured questionnaires distributed to 30 respondents and semi-structured interviews with 7 key

informants drawn from five retail categories in Bindura CBD. Chapter Four presented, analysed

and discussed the findings against the four research objectives, drawing on both quantitative data

and interview evidence to explain not just what retailers do but why they do it, and why some

strategies succeed while others fail.

5.2 Summary of Research Findings

5.2.1 What Cybercrime Detection and Prevention Strategies Are Currently Used?

Point of Sale system protection and employee cybersecurity awareness training were the most

widely adopted strategies, both recording combined agreement rates above 76%. Antivirus and

anti-malware software followed closely, largely because free and pre-installed solutions remove

the financial barrier for constrained businesses. Password management and access control and

mobile money transaction verification were the least adopted, rejected by the majority of retailers

the former undermined by shared credentials and the absence of formal access policies, the latter

by operational pressure during busy trading periods that causes staff to skip verification steps

entirely. The overall pattern of adoption is reactive rather than systematic, driven by past fraud

experience rather than deliberate security planning.

5.2.2 How Effective Are the Strategies in Mitigating Financial Losses?

Employee cybersecurity awareness training was rated the most effective strategy, with 76% of

respondents confirming it produced measurable reductions in fraud incidents. Antivirus and anti-

malware software was the second most effective, rated effective or strongly effective by 64% of

respondents, ahead of POS system protection at 56%, which retailers nonetheless valued for the

automated and continuous nature of its detection. Password management and access control was

rated ineffective by 76% of respondents, with effectiveness collapsing wherever shared

credentials and informal access norms persisted. Mobile money transaction verification was rated

the least effective strategy overall, with 60% rating it ineffective or slightly effective a direct

consequence of the inconsistent application documented under Objective One, where queue

pressure causes verification to be abandoned at precisely the moments of highest risk.
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5.2.3 What Challenges Do Retailers Encounter When Implementing Cybercrime

Prevention Measures?

The high cost of security technology was the most unambiguous barrier, confirmed unanimously

by all respondents. Unreliable internet connectivity and load shedding were confirmed by 88% as

directly disabling cloud-based tools and interrupting backup systems. The shortage of skilled

ICT personnel was confirmed by 80% as leaving purchased tools misconfigured and

unmonitored. Rapidly evolving threats and the absence of formal policies was the least

confirmed challenge, with 52% disagreeing that it posed a significant problem a finding the

study identifies not as reassurance but as itself a vulnerability, since confidence rooted in

familiarity with current fraud types leaves retailers structurally unprepared for the next

generation of attacks.

5.2.4 What Strategies Can Strengthen Cybercrime Detection and Prevention?

Affordable AI and machine learning-based fraud detection tools and structured employee

cybersecurity training each received unanimous endorsement from all respondents. Ninety-two

percent strongly agreed that affordable cloud-based subscription models should replace

expensive upfront security packages as the primary pathway to improved protection. Automated

patch management received the next-highest level of support, with 88% strongly agreeing and

12% agreeing that it should be made standard practice, reflecting the irregular update habits

retailers reported for their existing antivirus and anti-malware software.

5.3 Conclusion

Regarding Objective One identifying the detection and prevention strategies currently in use the

study concludes that five strategies are actively employed: POS system protection, antivirus and

anti-malware software, password management and access control, employee cybersecurity

awareness training, and mobile money transaction verification. Adoption is uneven. POS

protection and employee training are widely used and their adoption is purposeful. Password

management and mobile money verification are rejected by the majority, not because of cost but

because of behavioural and operational failures that no software solution alone can address. The

pattern of adoption is largely reactive, shaped by past fraud experience rather than forward-

looking security planning.
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Regarding Objective Two assessing the effectiveness of these strategies the study concludes that

employee training and POS protection deliver genuine protection where consistently applied.

Password management and mobile money verification are rated ineffective by the majority, not

because they are poorly designed but because the conditions for consistent human

implementation do not exist. The primary determinant of effectiveness across all five strategies is

not the tool itself but whether the organisational conditions exist for its sustained and disciplined

application.

Regarding Objective Three identifying implementation challenges cost, infrastructure failure

and skills shortage constitute structural barriers that individual retailers cannot overcome in

isolation. The finding that 52% of retailers do not perceive evolving threats as a significant

challenge is the most analytically consequential result in this objective. It does not indicate that

the threat is manageable it indicates that awareness has not kept pace with the threat, and that

the absence of formal policies means there is no institutional mechanism to force that update.

Regarding Objective Four recommending strengthening strategies the study concludes that the

recommendations endorsed by respondents and developed from the evidence point consistently

toward two requirements: external structural support from government and institutions to address

cost and infrastructure barriers, and internal behavioural change grounded in sustained training

and formalised security procedures to address the human failures that currently undermine even

the strategies that are in place.

The findings taken together point to a single overarching conclusion the three theoretical

frameworks collectively predicted. The dominant failure mode in Bindura is not the absence of

cybersecurity tools but the collapse of consistent human guardianship under operational pressure.

Routine Activity Theory explains why each lapse matters whenever a till operator skips

verification or a staff member shares a password, the capable guardian withdraws and the target

becomes exposed. The Theory of Technology-Enabled Crime explains why majority

complacency about familiar local threats is structurally dangerous criminal methods evolve

continuously through online networks, and a retailer calibrated only to yesterday's fraud patterns

is already behind. Rational Choice Theory explains what must change to deter offenders the

perceived cost of attacking a Bindura retailer must be raised through consistent enforcement of

verification procedures, access controls and visible staff awareness, not merely through the
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presence of software on a device. This theoretical convergence gives the study's

recommendations their coherence: each one targets a specific point at which guardianship

currently fails, threat awareness stalls, or the offender's cost-benefit calculation favours attack.

5.4 Recommendations

5.4.1 Retailers Should Formalise Written Internal Cybersecurity Policies

Retailers should put written cybersecurity policies in place covering password protocols, device

access and verification procedures. This would turn good practice into an enforceable standard

instead of something staff apply at their own discretion.

5.4.2 Retailers Should Embed Transaction Verification as a Non-Negotiable Point-of-Sale

Step

Independent verification of mobile money payments should be made a fixed step at every till,

supported by a clearly displayed procedure. Retailers should rotate staff during busy periods so

verification is not skipped under queue pressure.

5.4.3 The Government of Zimbabwe Should Introduce Subsidised Cybersecurity Support

Under the Cyber and Data Protection Act

The Government of Zimbabwe should introduce subsidised cybersecurity support for small

retailers under the Cyber and Data Protection Act, prioritising affordable cloud-based tools that

update automatically. This would help close the gap between the cost of comprehensive security

packages and what small retailers can actually afford.

5.4.4 BUSE and the Bindura Business Chamber Should Collaborate to Deliver Annual

Cybersecurity Capacity Building

Bindura University of Science Education and the Bindura Business Chamber should partner to

deliver an annual cybersecurity training programme for the retail sector. This should include

training at least one cybersecurity champion per outlet and producing a yearly local threat report.
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5.4.5 Law Enforcement Should Strengthen Cybercrime Reporting Mechanisms for

Retailers

The Zimbabwe Republic Police should set up a dedicated, accessible channel for retailers to

report cybercrime, staffed by officers trained in digital evidence. A functional reporting system

would raise the risk for offenders and supply the data needed to inform future training and policy.

5.5 Recommendations for Further Research

A comparative study across other Zimbabwean towns is recommended to establish whether the

challenges identified in Bindura are unique to the town or representative of small retailers

nationally. Further research quantifying the actual financial losses retailers suffer from mobile

money fraud and card-related crime is recommended to guide proportionate investment in

cybersecurity.
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Appendix 2 :

Questionnaire for Bindura CBD Retailers

BINDURA UNIVERSITY OF SCIENCE EDUCATION

Department of Intelligence and Security Studies

Research Title: The Efficacy of Cybercrime Detection and Prevention Strategies Employed by

Retailers in Zimbabwe. A Case Study of Bindura CBD.

This questionnaire is administered to shop owners, managers, till operators and ICT staff in

Bindura CBD. All responses are confidential and will be used for academic purposes only.

Please tick [ ] or fill in where applicable.

SECTION A: DEMOGRAPHIC DATA

1. Gender

Male [ ] Female [ ]

2. Age

Below 25 [ ] 25–29 [ ] 30–34 [ ] 35 and above [ ]

3. How long have you worked in your current organisation?

Less than 1 year [ ] 1–3 years [ ] 4–6 years [ ] Above 6 years [ ]

4. What is your academic qualification?

O & A Level [ ] Certificate [ ] Diploma [ ] Undergraduate [ ]

Postgraduate [ ]

5. What is your position?

Shop Owner [ ] Shop Manager [ ] Till Operator [ ] ICT Specialist [ ]

Other [ ]
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6. Type of business

Grocery shop [ ] Clothing shop [ ] Electronics & Accessories [ ]

Hardware [ ] Furniture [ ]

SECTION B: CYBERCRIME DETECTION AND PREVENTION STRATEGIES IN USE

7. Which of the following cybersecurity measures does your organisation currently use? Please

indicate.

Strategy SA A D SD

Point of Sale (POS) System Protection [ ] [ ] [ ] [ ]

Antivirus and Anti-malware Software [ ] [ ] [ ] [ ]

Password Management and Access Control [ ] [ ] [ ] [ ]

Employee Cybersecurity Awareness Training [ ] [ ] [ ] [ ]

Mobile Money Transaction Verification [ ] [ ] [ ] [ ]

8. Are there any other cybersecurity measures in place at your organisation not listed above?

.............................................................................................................................................................

.............................................…

SECTION C: EFFICACY OF CYBERCRIME DETECTION AND PREVENTION

STRATEGIES

9. How effective have the following strategies been in reducing cybercrime incidents and

financial losses at your organisation?

(SA = Strongly Agree A = Agree D = Disagree SD = Strongly Disagree)

Strategy SA A D SD

POS System Protection [ ] [ ] [ ] [ ]
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Antivirus and Anti-malware Software [ ] [ ] [ ] [ ]

Password Management and Access Control [ ] [ ] [ ] [ ]

Employee Cybersecurity Awareness Training [ ] [ ] [ ] [ ]

Mobile Money Transaction Verification [ ] [ ] [ ] [ ]

10. Has your organisation experienced any of the following as a result of cybercrime?

Impact Yes No

Direct financial loss [ ] [ ]

Additional network security costs [ ] [ ]

Loss of sensitive customer data [ ] [ ]

Reputational damage [ ] [ ]

Operational disruption [ ] [ ]

SECTION D: CHALLENGES IN IMPLEMENTING CYBERSECURITYMEASURES

11. How much do the following challenges affect your organisation's ability to implement

cybersecurity measures?

(SA = Strongly Agree A = Agree D = Disagree SD = Strongly Disagree)

Challenge SA A D SD

High cost of security technology [ ] [ ] [ ] [ ]

Unreliable internet and load shedding [ ] [ ] [ ] [ ]

Lack of skilled ICT personnel [ ] [ ] [ ] [ ]

Rapidly evolving cyber threats [ ] [ ] [ ] [ ]
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12. What measures do you suggest could strengthen cybersecurity in your organisation or sector?

.............................................................................................................................................................

................................................

.............................................................................................................................................................

................................................

13. In your view, what role should the government play in helping retailers combat cybercrime?

.............................................................................................................................................................

................................................

.............................................................................................................................................................

................................................

End of Questionnaire. Thank you for your participation.
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Appendix 3 : Interview Guide

Research Title: The Efficacy of Cybercrime Detection and Prevention Strategies Employed by

Retailers in Zimbabwe. A Case Study of Bindura CBD.

The following questions guide semi-structured interviews with purposively selected key

informants. Questions may be reordered or supplemented based on the flow of each interview.

All responses are confidential.

SECTION A: CYBERCRIME DETECTION AND PREVENTION STRATEGIES IN USE

1.What cybercrime threats has your business encountered, and how frequently do they occur?

2.What detection and prevention measures does your organisation currently have in place to deal

with cybercrime?

3. How were these measures introduced was it after experiencing a cybercrime incident, through

advice from others, or proactively?

SECTION B: EFFICACY OF CYBERCRIME DETECTION AND PREVENTION

STRATEGIES

4. In your experience, how effective have your current cybersecurity measures been in reducing

financial losses and protecting your daily operations?

5. Can you describe a specific incident where your security measures either successfully

prevented an attack or failed to do so?

6.Which of your current measures do you consider most effective, and why?

SECTION C: CHALLENGES IN IMPLEMENTING CYBERSECURITYMEASURES

7.What challenges does your business face when trying to put cybersecurity measures in place?

8. How do issues such as load shedding, unreliable internet connectivity and the cost of software

affect your ability to maintain consistent protection?
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9. Do you feel your staff are adequately trained to recognise and respond to cybercrime threats

such as fake payment confirmations or phishing attempts?

SECTION D: RECOMMENDATIONS

10.What practical steps do you believe would most meaningfully improve cybersecurity in your

business given your current resources?

11. What support, if any, would you want from the government, banks or industry bodies to

strengthen your defences against cybercrime?

12. Is there anything else relating to cybercrime risks or security practices at your business that

you would like to share?

End of Interview Guide. Thank you for your time and cooperation.
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